FortiClient VPN (nemokamas) diegimas jrenginiams (Windows OS ir MAC
OS naudotojams )

Reikalavimai ir pasiruoSimas

Darbuotojams, dirbantiems nuotoliniu bldu ir norintiems prisijungti prie VDU vidiniy IT sistemy
bei paslaugy, reikalinga VPN prieiga.

VPN paskirtis — uztikrinti saugy darbuotojy prisijungimg prie VDU vidinio tinklo ir jame esanciy IT
iStekliy i$ iSorinio tinklo.

Norint naudotis VDU VPN, j savo jrenginj reikia atsisiysti ir jdiegti , FortiClient VPN“ programa bei
gauti VPN profilj, kurj pateikia VDU ITC Informatikos skyrius.

Norédami gauti VDU VPN profilj, praSome uzpildyti Sig forma:

https://forms.cloud.microsoft/e/ASEgBQ7pz7

Uzpildzius formg, VDU ITC pateiks reikalingg VPN profilj ir, jei reikés, papildoma informacijg dél
prisijungimo.

Jrenginyje jdiegta ,FortiClient VPN“ versija turi bati ne Zemesné negu 7.4.3*, kitaip VDU VPN
neveiks.

,2FortiClient VPN“ programos atsisiuntimas

Atsisiyskite jlsy jrenginio operacinei sistemai skirtg ,FortiClient VPN“ programos versijg i$
svetainés https://www.fortinet.com/support/product-downloads#download-vpn-only.

Pasirinkite tik ,,VPN only“ versijg!

,2FortiClient VPN programos diegimas

Jdiekite atsisiystg , FortiClient VPN“ programa j savo jrenginj.

,FortiClient VPN“ konfiguravimas VDU VPN

1. Paleiskite ,FortiClient VPN“ programg ir pasirinkite , Configure VPN“:

1 pav. Pradinis konfigdravimo langas

@ FortiClient - Zero Trust Fabric Agent - x
File  View

@ FortiClient VPN
# & O O a

Upgrade to the full version to access additional features and receive technical support.

figure VPN

2. Jeigu ,FortiClient VPN“ programa jusy jrenginyje jau jdiegta, prie esamy VPN profiliy
pasirinkite ,,Add a new connection”:


https://forms.cloud.microsoft/e/ASEgBQ7pz7
https://www.fortinet.com/support/product-downloads#download-

1@ FortiClient - Zero Trust Fabric Agent = X
File Wiew Help

VPN Name Mano vpn v =
Add a new connection

Edit the selected connection

Delete the selected connection

3. Atsidariusiame lange pasirinkite ,XML“ parinktj ir spauskite ,+Import XML
Configuration”. Tada pasirinkite gautg ,,ADD_VPN.xml“ profilio failg:

1@ FortiClient - Zero Trust Fabric Agent = >
File View Help

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection
VN I [ | XML

VPN Configuration + Import XML Configuration

4. )kélus ADD_VPN.xIm profilio failg jrasykite kartu su failu pateiktg slaptazodj ir spauskite
,import” (4 pav.).

I@ FortiClient - Zero Trust Fabric Agent = x
File View Help

@ FortiClient VPN
# & O O a

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

| | ]

VPN Configuration Path C:\Users\105924\Downloads\ADD_VPN.>

Password | ........... ‘




5. Sékmingai importavus IPSec VPN profilj, bus rodomas pranesimas

,Configuration restored successfully” (5 pav.).

Po importavimo istrinkite konfiglracijos faila (ADD_VPN.xIs) i$ savo kompiuterio!!!

|@ FortiClient - Zero Trust Fabric Agent — *

File View Help

@ FortiClient VPN

® Information n

Configuration restored successfully

[0],4

Prisijungimas prie VDU VPN

1. Norédami prisijungti prie VDU VPN, pasirinkite atitinkamg VPN profil;:

@ FortiClient - Zero Trust Fabric Agent = X
File View Help

@ FortiClient VPN
A & 0 6 a

Upgrade to the full version to access additional features and receive technical support.

VPN Name { VDU IPSEC V‘ =

Personal VPNs
Mano vpn

2. Spauskite ,CONNECT”



3. Pasirodys prisijungimo prie universiteto paskyros langas.

@ FortiClient SAML Authentication [Sign in to your account] (239 seconds) X
@ VYTALTO
[HIR0KD

UNIVERSITETAS
Sign in

vardas.pavarde@vdu.lt

https://pagalba.vdult

@,; Sign-in options

Junkités taip pat, kaip prie VDU el. pasto sistemos.

4. Sékmingai prisijungus prie VPN, rodomas Zalias uzrasas ,VPN Connected”:

3 o
'@ FortiClient - Zero Trust Fabric Agent — X

File View Help

@ FortiClient VPN
# & 0 6 a

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

| [ —

VPN Name VDU IPSEC
IP Address
Username
Duration 00:01:28
Bytes Received 711.28 KB
Bytes Sent 688 KB

XML importavimo klaidos Salinimas MAC kompiuteriuose.

Jei ,FortiClient” XML konfigiracijos importavimo metu rodoma klaida ,,Mac” kompiuteryje - turite suteikti programai Pilnos disko prieigos
(Full Disk Access) teises. ,macOS” saugumo nustatymai daznai blokuoja faily skaitymgq ir rasymq be Sio leidimo.

1. Suteikite ,,Full Disk Access” teises
1. Atidarykite System Settings (Sistemos nustatymai) savo ,Mac” kompiuteryje.

2. Pasirinkite Privacy & Security (Privatumas ir saugumas).

w

Spustelékite Full Disk Access (Pilna disko prieiga).

A

Jjunkite jungiklj ties FortiClient (ir fctservctl2, jei matote sqrase).

5. Visiskai iSjunkite , FortiClient”, paleiskite jq is naujo ir pabandykite importuoti XML dar kartq.


https://resources.vdu.lt/pdf/pagalba/VDU-Microsoft365-MFA-konfiguravimas.pdf

